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Cyber Is For Everyone

Darren Roberts QiCA MBCS, Assistant Director, ICT, Digital and Cyber Audit, SWAP Internal Audit Services

www.swapaudit.co.uk

Why Cyber Security at Wiltshire Council is everyone’s responsibility
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From the outset…

• Cyber is fundamental

• Demystification

• Non Opinion
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Objectives for today

• Establish why we all take cyber security 

seriously

• What are the immediate considerations for 

Cyber Risk

• Why People, Process and Technology Risks and 

Controls are vital to establish good cyber 

security 

• Whose responsibility is it anyway? 
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Why we get serious

Risks in Focus 2020
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No-one wants to be the victim
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Myth - it will never happen to me

Not promoting a culture of fear - promoting a culture of compliance 

#1 You are going to get or have been exposed to 

a breach (https://haveibeenpwned.com/)

#2 The human factor is the weakest link

#3 Don’t rely on software to protect you 



Unrestricted

Even the ICT Auditor can get “pwned”
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Immediate considerations on cyber risk

Cyber Threats

Regulatory and Legislative

Business Continuity

Emerging Technology
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Cyber Threats – The Outcomes

Monetary Outcome Malicious Outcome

Theft/sale of data

Scam or Fraud

Kidnap and Ransom

Major Disruption

Leaks or Whistle Blow

Guerrilla Reasoning

Accidental Outcome

Data Breach

Enabler for a Cyber Attack



Unrestricted

Regulatory and Legislative

Financial

Reputational
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Business Continuity

Hypothetical Scenario:-

Your main finance and payroll system has been 

subject to a ransomware attack. You are 

unable to access to sensitive data and critical 

business processes. You were due to pay staff 

in the monthly salary run in 2 days time. 

What would you do? 

So, what if you could not get access to the system for:-

• 1 day

• 1 week 

• 1 month or beyond

• Or…do you pay the ransom?
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Difficult Decisions
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BIG 

DATA

Emerging Technology

QUANTUM

BLOCKCHAIN

ARTIFICIAL 

INTELLIGENCE

3D PRINTERS
DRONES

INTERNET

OF

THINGS
5G

ADVANCED 

MATERIALS

ROBOTICS
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Cyber Security Awareness Eco System

P E O P L E

P R O C E S S T E C H N O L O G Y 

G O O D   C Y B E R    H E A L T H 
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People Risks

P E O P L E

• Weakest Link – they can let attackers in 

rather than the attacker breaking in

• Social Engineering 

• Phished and Spoofed

• Cyber Auditors are quickly becoming 

experts in Human Psychology

• Mitigate against 4 types of user behaviour 
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Social Engineering

TRUST

DESIRE TO HELP

FEARS

NOT WANTING TO 

BE A NUISANCE

RESPECT NAIVETY

NOT WANTING 

TO QUESTION
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Social Proof 

If we don’t know to behave, we will mimic others.

You may well be aware of something but still behave in a 

certain way
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People Controls

P E O P L E

• Training and Awareness

• Embed Security by Design

• Everyone fully engaged with all processes 

• Culture of Compliance owned from the top

• Aware of Outcomes… which need to be 

enforced
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Process Risks

P R O C E S S

• Poor, impractical or non-existent policy 

framework

• Reckless use of devices 

• Service Management Processes are not 

security by design eg: Joiners, Movers and 

Leavers

• There’s a Security Incident. What next? 

• Don’t know what you are protecting

• Information quality and management
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Process Controls

P R O C E S S

• Well defined, practical, approved, enforceable 

and managed framework of policies 

• Robust Service Management Processes –

application of security updates and patches, 

integrated HR. 

• Standard Security Builds – Hardware, Software 

and Cyber

• Security Incident Management 

• Business Continuity Management – Back up 

systems and data with recovery processes

• Robust approach to Information Governance 

and Management 
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Secrets – so many secrets

What does your phone and it’s installed apps 

know about you:-

• Location – sometimes quite precisely

• Personal Preferences

• What you like posting and sharing

• Your internet browsing history and cookies

• Data Aggregation within Apps – date and 

location stamps
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Technology Risks

T E C H N O L O G Y 

• Infrastructure design including network 

• Technical security solutions at network 

perimeters and on devices not managed or 

non-existent

• Configuration of security devices are not 

appropriate to security requirements

• Amount of supported technology solutions 

not supported by appropriate resources

• Logging and monitoring may be poor 

and/or non-existent

• Over-reliance on the 3rd party supplier or 

provider
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Technology Controls

T E C H N O L O G Y 

• Well designed dynamic infrastructure that 

meets the needs of the authority

• Appropriate technical security solutions at 

network perimeters and on devices 

dynamically monitored and updated

• Configuration of security devices are 

subject to technical analysis and review

• Logging and monitoring has been defined 

and is used by inform future security 

decisions

• Mutual understanding between providers 

on technology used to embed security
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Whose responsibility is this? 

ICT Manager Chief Executive Officer Operational Staff

Elected Members Service Managers Head of Information Governance
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It is everyone’s responsibility

ICT Manager Chief Executive Officer Operational Staff

Elected Members
Service Managers Head of Information 

Governance

Not promoting a culture of fear - promoting a culture of compliance 
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Promotion of culture of compliance?

Low on 

new 

solutions

Fundamental 

risks not being 

addressed

Payloads of Cyber 

Crime getting more 

sophisticated….

…but the 

technology to 

initiate them 

is not.

Not promoting a culture of fear - promoting a culture of compliance 
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Conclusion

Champions

Network

More positive cyber and digital attitudes 

Champions network promotes a 2-way 

approach feeding back on gaps

Embed culture of compliance at induction

Not promoting a culture of fear - promoting a culture of compliance 

Be realistic, don’t overwhelm, prioritise on 

what you want to achieve

Use scenarios and hypothesis - be brave. 

Search: “Security Champions Playbook” on OWASP
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Over to you…

A better word than Cyber?
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Cyber is for everyone

Questions

Darren Roberts QiCA MBCS

darren.roberts@swapaudit.co.uk

Assistant Director, ICT Audit Team

SWAP Internal Audit Services

28th April 2021


